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TESTING – GENERAL AND AUTOMATED CONTROLS 

4.1 INTRODUCTION TO BASICS OF TESTING (REASONS FOR TESTING) 

Testing is a process used to identify the correctness, completeness and quality of developed 
computer software. In other words testing is nothing but CRITICISM or COMPARISON, i.e. 
comparing the actual value with expected one.  

There are many approaches to software testing, but effective testing of complex products is 
essentially a process of investigation and not merely a matter of creating and following 
procedures. One definition of testing is "the process of questioning a product in order to 
evaluate it", where the "questions" are things the tester tries to do with the product, and the 
product answers with its behaviour in reaction to the probing of the tester. Although most of 
the intellectual processes of testing are nearly identical to that of review or inspection, the 
word testing is connoted to mean the dynamic analysis of the product—putting the product 
through its paces. Testing helps in verifying and validating if the software is working as it is 
intended to be working.  

4.2 SOFTWARE TESTING FUNDAMENTALS 

4.2.1   Testing objectives : It include  

 Testing is a process of executing a program with the intent of finding an error. 

 A good test case is one that has a high probability of finding a yet undiscovered error. 

 A successful test is one that uncovers a yet undiscovered error. 

Testing should systematically uncover different classes of errors in a minimum amount of time 
and with a minimum amount of effort. A secondary benefit of testing is that it demonstrates 
that the software is working as stated in the specifications. The data collected through testing 
can also provide an indication of the software's reliability and quality. However, testing cannot 
show the absence of defect, it can only show that software defects are present. 

4.2.2   When testing should start: Testing early in the life cycle reduces the errors. Test 
deliverables are associated with every phase of development. The goal of software tester is to 
find bugs, find them as early as possible, and make sure that they are fixed. 
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Causes of Bugs :  

(i) The number one cause of software bugs is the specification. There are several reasons 
why specifications are the largest bug producer. In many instances a specification simply 
isn’t written. Other reasons may be that the specification isn’t thorough enough, it is 
constantly changing, or it is not communicated well to the entire team. Planning of the 
software is vitally important. If it is not done correctly, bugs will be created. 

(ii) The next largest source of bugs is the design, This is the stage where the programmers 
lay the plan for their Software. Compare it to an architect creating the blue print for the 
building, Bugs occur here for the same reason they occur in the specification i.e. when 
the design is rushed, changed, or not well communicated. 

(iii) Coding errors may be more familiar to you if you are a programmer. Typically these can 
be traced to the software complexity, poor documentation, schedule pressure or just 
plain dump mistakes. It is important to note that many bugs that appear on the surface to 
be programming errors can really be traced to specification. The other category is the 
catch-all for what is left. Some bugs can be blamed for false positives, conditions that 
were thought to be bugs but really weren’t. There may be duplicate bugs, multiple ones 
that resulted from the square root cause. Some bugs can be traced to testing errors.  

4.2.3 Costs : The cost increases tenfold as time increases. A bug found and fixed during the 
early stages when the specification is being written may cost.  However, very less the same 
bug, if not found until the software is coded and tested would cost more to rectify and re-test. 

4.2.4 When to Stop Testing : This can be difficult to determine. Many modern software 
applications are so complex, and run in such an interdependent environment, that complete 
testing can never be done. "When to stop testing" is one of the most difficult questions to a 
test engineer. Common factors in deciding when to stop are: 

 Deadlines (release deadlines, testing deadlines.)  

 Test cases completed with certain percentages passed  

 Test budget depleted  

 Coverage of code/functionality/requirements reaches a specified point  

 The rate at which bugs are found is too small  

 Beta or Alpha Testing period ends  

 The risk in the project is under acceptable limit. 

Practically, the decision of stopping testing is based on the level of the risk acceptable to the 
management. As testing is a never ending process we can never assume that 100 % testing 
has been done. The risk can be measured by Risk analysis but for small duration / low budget 
/ low resources project, risk can be deduced by simply : - 

 Measuring Test Coverage.  

 Number of test cycles.  

 Number of high priority bugs. 
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4.2.5   Test Strategy  

A test strategy is the plan to cover the product in such a way so as to develop an adequate 
assessment of quality.  A good test strategy is:  

 Specific  

 Practical 

 Justified 

The purpose of a test strategy is to clarify the major tasks and challenges of the test project. 
Test Approach and Test Architecture are other terms commonly used to describe test strategy. 
The strategy would include: 

(I) Test Plan - Why  

 Identify Risks and Assumptions up front to reduce surprises later.  

 Communicate objectives to all team members.  

 Foundation for Test Spec, Test Cases, and ultimately the Bugs we find.  

 Failing to plan = planning to fail.  

(II) Test Plan - What  

 Derived from Test Approach, Requirements, Project Plan, Functional Spec., and Design 
Spec.  

 Details out project-specific Test Approach.  

 Lists general (high level) Test Case areas.  

 Include testing Risk Assessment.  

 Include preliminary Test Schedule  

 Lists Resource requirements.  

4.3 TEST PLAN 

The test strategy identifies multiple test levels, which are going to be performed for the project. 
Activities at each level must be planned well in advance and it has to be formally documented. 
Based on the individual plans only, the individual test levels are carried out. Test Plans may 
be of different types e.g. 

 Unit test Plan 

 Integration test Plan 

 System test Plan 

 Acceptance Test Plan 
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(i) UNIT TEST PLAN {UTP} : The unit test plan is the overall plan to carry out the unit test 
activities. The lead tester prepares it and it is distributed to the individual testers, which 
contains the following sections. 

 What is to be tested? The unit test plan must clearly specify the scope of unit testing. In 
this, normally the basic input/output of the units along with their basic functionality will be 
tested. In this case mostly the input units will be tested for the format, alignment, 
accuracy and the totals. The UTP will clearly give the rules of what data types are 
present in the system, their format and their boundary conditions. This list may not be 
exhaustive; but it is better to have a complete list of these details. 

 Sequence of Testing : The sequences of test activities that are to be carried out in this 
phase are to be listed in this section. This includes, whether to execute positive test 
cases first or negative test cases first, to execute test cases based on the priority, to 
execute test cases based on test groups etc. Positive test cases prove that the system 
performs what is supposed to do; negative test cases prove that the system does not 
perform what is not supposed to do. Testing the screens, files, database etc., are to be 
given in proper sequence. 

 Basic Functionality of Units : How the independent functionalities of the units are 
tested which excludes any communication between the unit and other units. The 
interface part is out of scope of this test level. Apart from the above sections, the 
following sections are addressed, very specific to unit testing. 

 Unit Testing Tools  

 Priority of Program units  

 Naming convention for test cases  

 Status reporting mechanism  

 Regression test approach  

(ii) INTEGRATION TEST PLAN : The integration test plan is the overall plan for carrying out 
the activities in the integration test level, which contains the following sections. 

 What is to be tested?  This section clearly specifies the kinds of interfaces which fall 
under the scope of testing viz., internal and external interfaces. There is no need to go 
deep in terms of technical details but the general approach i.e. how the interfaces are 
triggered is explained. 

 Sequence of Integration : When there are multiple modules present in an application, 
the sequence in which they are to be integrated will be specified in this section. In this, 
the dependencies between the modules play a vital role. If a unit B has to be executed, it 
may need the data that is fed by unit A and unit X. In this case, the units A and X have to 
be integrated and then using that data, the unit B has to be tested. This has to be stated 
to the whole set of units in the program. Given this correctly, the testing activities will 
lead to the product, slowly building the product, unit by unit and then integrating them. 
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(iii) SYSTEM TEST PLAN {STP} : The system test plan is the overall plan carrying out the 
system test level activities. In the system test, apart from testing the functional aspects of the 
system, there are some special testing activities carried out, such as stress testing etc. The 
following are the sections normally present in system test plan. 

 What is to be tested? This section defines the scope of system testing, very specific to 
the project. Normally, the system testing is based on the requirements. All requirements 
are to be verified in the scope of system testing. This covers the functionality of the 
product. Apart from this what special testing is performed are also stated here. 

 Functional Groups and the Sequence :  The requirements can be grouped in terms of 
the functionality. Based on this, there may also be priorities among the functional groups. 
For example, in a banking application, anything related to customer accounts can be 
grouped into one area, anything related to inter-branch transactions may be grouped into 
one area etc. Same way for the product being tested, these areas are to be mentioned 
here and the suggested sequences of testing of these areas, based on the priorities are 
to be described. 

(iv) ACCEPTANCE TEST PLAN {ATP} : The client at their place performs the acceptance 
testing. It will be very similar to the system test performed by the software development unit. 
Since the client is the one who decides the format and testing methods as part of acceptance 
testing, there is no specific clue on the way they will carry out the testing. However, but it will 
not differ much from the system testing. It can be assumed that all the rules, which are 
applicable to system test, can be implemented to acceptance testing also. 

Since this is just one level of testing done by the client for the overall product, it may include 
test cases including the unit and integration test level details. 

4.4 TEST PLAN OUTLINE 

A sample Test Plan Outline along with their description is as shown below: 

 BACKGROUND : This item summarises the functions of the application system and the 
tests to be performed. 

 INTRODUCTION  

 ASSUMPTIONS : Indicates any anticipated assumptions which will be made while testing 
the application. 

 TEST ITEMS : List each of the items (programs) to be tested. 

 FEATURES TO BE TESTED : List each of the features (functions or requirements) which 
will be tested or demonstrated by the test. 

 FEATURES NOT TO BE TESTED : Explicitly lists each feature, function, or requirement 
which won't be tested and why not.  
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 APPROACH : Describe the data flows and test philosophy, simulation or live execution, 
etc. This section also mentions all the approaches which will be followed at the various 
stages of the test execution. 

 ITEM PASS/FAIL CRITERIA : Blanket statement - Itemised list of expected output and 
tolerances 

 SUSPENSION/RESUMPTION CRITERIA : Must the test run from start to completion? 
Under what circumstances it may be resumed in the middle? Establish check-points in 
long tests. 

 TEST DELIVERABLES : What, besides software, will be delivered? Test report 
Test software 

 TESTING TASKS  :  Functional tasks (e.g., equipment set up) Administrative tasks 

 ENVIRONMENTAL NEEDS : Security clearance Office space & equipment 
Hardware/software requirements 

 RESPONSIBILITIES  :  Who does the tasks? What does the user do? 

 STAFFING & TRAINING 

 SCHEDULE 

 RESOURCES 

 RISKS & CONTINGENCIES 

 APPROVALS  

4.5 TYPES OF SOFTWARE TESTING 

 Static testing : The verification activities fall into the category of Static Testing. During 
static testing, you have a checklist to check whether the work you are doing is going as 
per the set standards of the organisation. These standards can be for Coding, Integrating 
and Deployment. Review's, Inspection's and Walkthrough's are static testing 
methodologies.  

 Dynamic Testing : Dynamic Testing involves working with the software, giving input 
values and checking if the output is as expected. These are the Validation activities. Unit 
Tests, Integration Tests, System Tests and Acceptance Tests are few of the Dynamic 
Testing methodologies. As we go further, let us understand the various Test Life Cycle's 
and get to know the Testing Terminologies.  
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Testing could be classified based on the methodology involved. Some of the common testing 
methodologies are described below: 

4.6 BLACK BOX TESTING 

Black box testing attempts to derive sets of inputs that will fully exercise all the functional 
requirements of a system. It is not an alternative to white box testing. This type of testing 
attempts to find errors in the following categories: 

1. incorrect or missing functions,  

2. interface errors,  

3. errors in data structures or external database access, 

4. performance errors, and  

5. initialisation and termination errors. 

Tests are designed to answer the following questions: 

 How is the function's validity tested? 

 What classes of input will make good test cases? 

 Is the system particularly sensitive to certain input values? 

 How are the boundaries of a data class isolated? 

 What data rates and data volume can the system tolerate? 

 What effect will specific combinations of data have on system operation? 

Equivalence Partitioning : This method divides the input domain of a program into classes of 
data from which test cases can be derived. Equivalence partitioning strives to define a test 
case that uncovers classes of errors and thereby reduces the number of test cases needed. It 
is based on an evaluation of equivalence classes for an input condition. An equivalence class 
represents a set of valid or invalid states for input conditions. 

Equivalence classes may be defined according to the following guidelines: 

1. If an input condition specifies a range, one valid and two invalid equivalence classes are 
defined. 

2. If an input condition requires a specific value, then one valid and two invalid equivalence 
classes are defined. 

3. If an input condition specifies a member of a set, then one valid and one invalid 
equivalence class are defined. 

4. If an input condition is Boolean, then one valid and one invalid equivalence class are 
defined. 
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Boundary Value Analysis (BVA) : This method leads to a selection of test cases that 
exercise boundary values. It complements equivalence partitioning since it selects test cases 
at the edges of a class. Rather than focusing on input conditions solely, BVA derives test 
cases from the output domain also. BVA guidelines include: 

1. For input ranges bounded by a and b, test cases should include values a and b and just 
above and just below a and b respectively. 

2. If an input condition specifies a number of values, test cases should be developed to 
exercise the minimum and maximum numbers and values just above and below these 
limits. 

3. Apply guidelines 1 and 2 to the output. 

4. If internal data structures have prescribed boundaries, a test case should be designed to 
exercise the data structure at its boundary. 

Cause-Effect Graphing Techniques : Cause-effect graphing is a technique that provides a 
concise representation of logical conditions and corresponding actions. There are four steps: 

1. Causes (input conditions) and effects (actions) are listed for a module and an identifier is 
assigned to each. 

2. A cause-effect graph is developed. 

3. The graph is converted to a decision table. 

4. Decision table rules are converted to test cases. 

4.7 WHITE BOX TESTING 

White box testing is a test case design method that uses the control structure of the 
procedural design to derive test cases. Test cases can be derived that 

 guarantee that all independent paths within a module have been exercised at least once, 

 exercise all logical decisions on their true and false sides, 

 execute all loops at their boundaries and within their operational bounds, and 

 exercise internal data structures to ensure their validity. 

4.7.1  The Nature of Software Defects : Logic errors and incorrect assumptions are inversely 
proportional to the probability that a program path will be executed. General processing tends 
to be well understood while special case processing tends to be prone to errors. 

We often believe that a logical path is not likely to be executed when it may be executed on a 
regular basis. Our unconscious assumptions about control flow and data lead to design errors 
that can only be detected by path testing. 

Typographical errors are random. 
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4.7.2  Basis Path Testing : This method enables the designer to derive a logical complexity 
measure of a procedural design and use it as a guide for defining a basis set of execution 
paths. Test cases that exercise the basis set are guaranteed to execute every statement in the 
program at least once during testing. 

4.7.3  Flow Graphs : Flow graphs can be used to represent control flow in a program and can 
help in the derivation of the basis set. Each flow graph node represents one or more 
procedural statements. The edges between nodes represent flow of control. An edge must 
terminate at a node, even if the node does not represent any useful procedural statements. A 
region in a flow graph is an area bounded by edges and nodes. Each node that contains a 
condition is called a predicate node.  

4.7.4  Loop Testing : This white box technique focuses exclusively on the validity of loop 
constructs. Four different classes of loops can be defined: 

 Simple loops : The following tests should be applied to simple loops where n is the 
maximum number of allowable passes through the loop: 

1. skip the loop entirely, 

2. only pass once through the loop, 

3. m passes through the loop where m < n, 

4. n - 1, n, n + 1 passes through the loop. 

 Nested loops : The testing of nested loops cannot simply extend the technique of simple 
loops since this would result in geometrically increasing number of test cases. One 
approach for nested loops: 

1. Start at the innermost loop. Set all other loops to minimum values. 

2. Conduct simple loop tests for the innermost loop while holding the outer loops at 
their minimums. Add tests for out-of-range or excluded values. 

3. Work outward, conducting tests for the next loop while keeping all other outer loops 
at minimums and other nested loops to typical values. 

4. Continue until all loops have been tested. 

 Concatenated loops : Concatenated loops can be tested as simple loops if each loop is 
independent of the others. If they are not independent (e.g. the loop counter for one is 
the loop counter for the other), then the nested approach can be used. 

 Unstructured loops : This type of loop should be redesigned not tested!!! 

Other white box testing techniques include: 

1. Condition testing exercises the logical conditions in a program. 

2. Data flow testing selects test paths according to the locations of definitions and uses of 
variables in the program. 
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4.8  UNIT TESTING 

In computer programming, a unit test is a method of testing the correctness of a particular 
module of source code.  The idea is to write test cases for every non-trivial function or method 
in the module so that each test case is separate from the others if possible. This type of 
testing is mostly done by the developers. 

4.8.1  Benefits : The goal of unit testing is to isolate each part of the program and show that 
the individual parts are correct. It provides a written contract that the piece must satisfy. This 
isolated testing provides following main benefits: 

 Encourages change : Unit testing allows the programmer to re-factor code at a later 
date, and make sure the module still works correctly (regression testing). This provides 
the benefit of encouraging programmers to make changes to the code since it is easy for 
the programmer to check if the piece is still working properly.  

 Simplifies Integration : Unit testing helps eliminate uncertainty in the pieces themselves 
and can be used in a bottom-up testing style approach. By testing the parts of a program 
first and then testing the sum of its parts will make integration testing easier.  

 Documents the code : Unit testing provides a sort of "living document" for the class 
being tested. Clients wishing to learn to use the class can look at the unit tests to 
determine how to use the class to fit their needs.  

4.8.2  Limitations : It is important to realise that unit-testing will not catch every error in the 
program. By definition, it only tests the functionality of the units themselves. Therefore, it will 
not catch integration errors, performance problems and any other system-wide issues. In 
addition, it may not be trivial to anticipate all special cases of input the program unit under 
study may receive in reality. Unit testing is only effective if it is used in conjunction with other 
software testing activities. 

4.9  REQUIREMENT TESTING 

Usage 

 To ensure that system performs correctly 

 To ensure that correctness can be sustained for a considerable period of time. 

 System can be tested for correctness through all phases of SDLC but incase of reliability 
the programs should be in place to make system operational. 

Objectives 

 Successful implementation of user requirements, 

 Correctness maintained over considerable period of time  

 Processing of the application complies with the organisation’s policies and procedures. 
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 Secondary users needs are fulfilled: Security officer, DBA, Internal auditors, Record 
retention, Comptroller  

How to Use :  

 These test conditions are generalised ones, which becomes test cases as the SDLC 
progresses until system is fully operational.  

 Test conditions are more effective when created from user’s requirements.  

 It must be noted that if test conditions are created from documents then in case of any 
error in the documents, these errors are likely to get incorporated in Test conditions and 
consequently testing would not be able to find those errors.  

 Test conditions, if created from other sources (other than documents), makes error 
trapping more effective.  

 Functional Checklist created.  

When to Use 

 Every application should be Requirement tested  

 Should start at Requirements phase and should progress till operations and maintenance 
phase.  

 The method used to carry requirement testing and the extent of it is important.  

4.10   REGRESSION TESTING 

Usage 

 All aspects of system remain functional after testing.  

 Change in one segment does not change the functionality of other segment. 

Objectives 

 System documents remain current  

 System test data and test conditions remain current  

 Previously tested system functions properly without getting effected though changes are 
made in some other segment of application system.  

How to Use 

 Test cases, which were used previously for the already tested segment is, re-run to 
ensure that the results of the segment tested currently and the results of same segment 
tested earlier are same.  

 Test automation is needed to carry out the test transactions (test condition execution) 
else the process is very time consuming and tedious.  
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 In this case of testing cost/benefit should be carefully evaluated else the efforts spend on 
testing would be more and payback would be minimum.  

When to Use 

 When there is high risk that the new changes may affect the unchanged areas of 
application system.  

 In development process: Regression testing should be carried out after the pre-
determined changes are incorporated in the application system.  

 In Maintenance phase : regression testing should be carried out if there is a high risk that 
loss may occur when the changes are made to the system  

4.11  ERROR HANDLING TESTING 

Usage 

 It determines the ability of applications system to process the incorrect transactions 
properly  

 Errors encompass all unexpected conditions. 

 In some systems a large part of programming effort will be devoted to handling error 
condition. 

Objectives 

 The objective of error handling testing is to determine that: 

 Application system recognises all expected error conditions  

 Accountability of processing errors has been assigned and procedures provide a high 
probability that errors will be properly corrected  

 During correction process reasonable control is maintained over errors.  

How to Use 

 A group of knowledgeable people is required to anticipate what can go wrong in the 
application system.  

 It is needed that all the application knowledgeable people assemble to integrate their 
knowledge of user area, auditing and error tracking.  

 Then logical test error conditions should be created based on this assimilated 
information.  

When to Use 

 Throughout SDLC.  

 Impact from errors should be identified and should be corrected to reduce the errors to 
acceptable level.  

 Used to assist in error management process of system development and maintenance.  
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4.12   MANUAL SUPPORT TESTING 

Usage 

 It involves testing of all the functions performed by the people while preparing the data 
and using these data from automated system. 

Objectives 

 Verify that manual support documents and procedures are correct.  

 Determine that manual support responsibility is correct  

 Determine that manual support people are adequately trained.  

 Determine that manual support and automated segment are properly interfaced.  

How to Use 

 Process evaluated in all segments of SDLC.  

 Execution can be done in conjunction with normal system testing.  

 Instead of preparing, execution and entering actual test transactions the clerical and 
supervisory personnel can use the results of processing from application system.  

 To test people it requires testing the interface between the people and application 
system.  

When to Use 

 Verification that manual systems function properly should be conducted throughout the 
SDLC.  

 Should not be done at later stages of SDLC.  

 Best done at installation stage so that the clerical people do not get used to the actual 
system just before system goes to production.  

4.13  INTER SYSTEM TESTING 

Usage 

 To ensure interconnection between application functions correctly.  

Objective 

 Proper parameters and data are correctly passed between the applications  

 Documentation for involved system is correct and accurate.  

 Proper timing and coordination of functions exists between the application systems.  
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How to Use 

 Operations of multiple systems are tested.  

 Multiple systems are run from one another to check that they are acceptable and 
processed properly.  

When to Use 

 When there is change in parameters in application system  

 The parameters, which are erroneous then risk associated to such parameters, would 
decide the extent of testing and type of testing.  

 Intersystem parameters would be checked / verified after the change or new application 
is placed in the production.  

4.14  CONTROL TESTING 

Usage 

 Control is a management tool to ensure that processing is performed in accordance to 
what management desire or intents of management. 

Objective 

 Accurate and complete data  

 Authorised transactions  

 Maintenance of adequate audit trail of information.  

 Efficient, effective and economical process.  

 Process meeting the needs of the user.  

How to Use 

 To test controls risks must be identified.  

 Testers should have negative approach i.e. should determine or anticipate what can go 
wrong in the application system.  

 Develop risk matrix, which identifies the risks, controls; segment within application 
system in which control resides.  

When to Use 

 Should be tested with other system tests.  
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4.15   PARALLEL TESTING 

Usage 

 To ensure that the processing of new application (new version) is consistent with respect 
to the processing of previous application version. 

Objective : 

 Conducting redundant processing to ensure that the new version or application performs 
correctly.  

 Demonstrating consistency and inconsistency between 2 versions of the application.  

How to Use 

 Same input data should be run through 2 versions of same application system.  

 Parallel testing can be done with whole system or part of system (segment).  

When to Use 

 When there is uncertainty regarding correctness of processing of new application where 
the new and old version are similar.  

 In financial applications like banking where there are many similar applications the 
processing can be verified for old and new version through parallel testing.  

4.16   VOLUME TESTING 

It is the testing of the behaviour when the maximum number of users is concurrently active 
and when the database contains the greatest data volume. 

The creation of a volume test environment requires considerable effort. It is essential that the 
correct level of complexity exists in terms of the data within the database and the range of 
transactions and data used by the scripted users, if the tests are to reliably reflect the 
production environment. Once the test environment is built it must be fully utilised. Volume 
tests offer much more than simple service delivery measurement. The exercise should seek to 
answer the following questions: 

1. What service level can be guaranteed? How can it be specified and monitored?  

2. Are changes in user behaviour likely? What impact will such changes have on resource 
consumption and service delivery?  

3. Which transactions/processes is resource hungry in relation to their tasks?  

4. What are the resource bottlenecks? Can they be addressed?  

5. How much spare capacity is there?  
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The purpose of volume testing is to find weaknesses in the system with respect to its handling 
of large amount of data during extended time periods 

4.17   STRESS TESTING 

The purpose of stress testing is to find defects in the system capacity of handling large 
numbers of transactions during peak periods. For example, a script might require users to 
login and proceed with their daily activities while, at the same time, requiring that a series of 
workstations emulating a large number of other systems are running recorded scripts that add, 
update, or delete from the database. 

4.18    PERFORMANCE TESTING 

System performance is generally assessed in terms of response time and throughput rates 
under differing processing and configuration conditions. To attack the performance problems, 
there are several questions should be asked first: 

1. How much application logic should be remotely executed?  

2. How much updating should be done to the database server over the network from the 
client workstation?  

3. How much data should be sent in each transaction? 

4.19    CONCURRENT OR CONTINUOUS AUDIT AND EMBEDDED AUDIT MODULES 

Today, organisations produce information on a real-time, online basis. Real-time recordings 
needs real-time auditing to provide continuous assurance about the quality of the data, thus, 
continuous auditing. Continuous auditing enables auditors to significantly reduce and perhaps 
eliminate the time between occurrence of the client's events and the auditor's assurance 
services thereon.  

Errors in a computerised system are generated at high speeds and the cost to correct and 
rerun programs are high. If these errors can be detected and corrected at the point or closest 
to the point of their occurrence the impact thereof would be the least. Continuous auditing 
techniques use two bases for collecting audit evidence. One is the use of embedded modules 
in the system to collect, process, and print audit evidence and the other is special audit 
records used to store the audit evidence collected. 

Types of audit tools : Different types of continuous audit techniques may be used. Some 
modules for obtaining data, audit trails and evidences may be built into the programs. Audit 
software is available which could be used for selecting and testing data. Many audit tools are 
also available some of which are described below: 

(I) Snapshots : Tracing a transaction is a computerised system can be performed with the 
help of snapshots or extended records. The snapshot software is built into the system at 
those points where material processing occurs which takes images of the flow of any 
transaction as it moves through the application. These images can be utilised to assess 
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the authenticity, accuracy, and completeness of the processing carried out on the 
transaction. The main areas to dwell upon while involving such a system are 1) to locate 
the snapshot points based on materiality of transactions 2) when the snapshot will be 
captured and 3) the reporting system design and implementation to present data in a 
meaningful way. 

(II) Integrated Test Facility (ITF) : The ITF technique involves the creation of a dummy 
entity in the application system files and the processing of audit test data against the 
entity as a means of verifying processing authenticity, accuracy, and completeness. This 
test data would be included with the normal production data used as input to the 
application system. In such cases the auditor has to decide what would be the method to 
be used to enter test data and the methodology for removal of the effects of the ITF 
transactions. 

Methods of Entering Test Data : The transactions to be tested have to be tagged. The 
application system has to be programmed to recognise the tagged transactions and have 
them invoke two updates, one to the application system master file record and one to the 
ITF dummy entity. Auditors can also embed audit software modules in the application 
system programs to recognise transactions having certain characteristics as ITF 
transactions. Tagging live transactions as ITF transactions has the advantages of ease of 
use and testing with transactions representative of normal system processing. However, 
use of live data could mean that the limiting conditions within the system are not tested 
and embedded modules may interfere with the production processing. 

The auditors may also use test data that is specially prepared. Test transactions would 
be entered along with the production input into the application system. In this approach 
the test data is likely to achieve more complete coverage of the execution paths in the 
application system to be tested than selected production data and the application system 
does not have to be modified to tag the ITF transactions and to treat them in a special 
way. However, preparation of the test data could be time consuming and costly. 

Methods of Removing the Effects of ITF Transactions : The presence of ITF 
transactions within an application system affects the output results obtained. The effects 
of these transactions have to be removed. The application system may be programmed 
to recognise ITF transactions and to ignore them in terms of any processing that might 
affect users. Another method would be the removal of effects of ITF transactions by 
submitting additional inputs that reverse the effects of the ITF transactions. Another less 
used approach is to submit trivial entries so that the effects of the ITF transactions on the 
output are minimal. The effects of the transactions are not really removed.    

(III) System Control Audit Review File (SCARF) : The system control audit review file 
(SCARF) technique involves embedding audit software modules within a host application 
system to provide continuous monitoring of the system’s transactions. The information 
collected is written onto a special audit file- the SCARF master files. Auditors then 
examine the information contained on this file to see if some aspect of the application 
system needs follow-up. In many ways, the SCARF technique is like the snapshot 
technique along with other data collection capabilities. 
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 Auditors might use SCARF to collect the following types of information: 

 Application system errors : SCARF audit routines provide an independent check 
on the quality of system processing, whether there are any design and programming 
errors as well as errors that could creep into the system when it is modified and 
maintained. 

 Policy and procedural variances : Organisations have to adhere to the policies, 
procedures and standards of the organisation and the industry to which they belong. 
SCARF audit routines can be used to check when variations from these policies, 
procedures and standards have occurred. 

 System exception : SCARF can be used to monitor different types of application 
system exceptions. For example, salespersons might be given some leeway in the 
prices they charge to customers. SCARF can be used to see how frequently 
salespersons override the standard price.  

 Statistical sample : Some embedded audit routines might be statistical sampling 
routines, SCARF provides a convenient way of collecting all the sample information 
together on one file and use analytical review tools thereon. 

 Snapshots and extended records : Snapshots and extended records can be 
written into the SCARF file and printed when required. 

 Profiling data : Auditors can use embedded audit routines to collect data to build 
profiles of system users. Deviations from these profiles indicate that there may be 
some errors or irregularities.  

 Performance measurement  : Auditors can use embedded routines to collect data 
that is useful for measuring or improving the performance of an application system.  

(IV) Continuous and Intermittent Simulation (CIS) : This is a variation of the SCARF 
continuous audit technique. This technique can be used to trap exceptions whenever the 
application system uses a database management system. During application system 
processing, CIS executes in the following way: 

 The database management system reads an application system transaction. It is 
passed to CIS. CIS then determines whether it wants to examine the transaction 
further. If yes, the next steps are performed or otherwise it waits to receive further 
data from the database management system. 

 CIS replicates or simulates the application system processing. 

 Every update to the database that arises from processing the selected transaction 
will be checked by CIS to determine whether discrepancies exist between the 
results it produces and those the application system produces.  

 Exceptions identified by CIS are written to a exception log file. 
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 The advantage of CIS is that it does not require modifications to the application 
system and yet provides an online auditing capability. 

Advantages and Disadvantages of Continuous Auditing : Continuous auditing enables 
auditors to shift their focus from the traditional "transaction" audit to the "system and 
operations" audit. Continuous auditing has a number of potential benefits including: 

(1) reducing the cost of the basic audit assignment by enabling auditors to test a larger 
sample (up to 100 percent) of client's transactions and examine data faster and more 
efficiently than the manual testing required when auditing around the computer;  

(2) reducing the amount of time and costs auditors traditionally spend on manual 
examination of transactions;  

(3) increasing the quality of audits by allowing auditors to focus more on understanding a 
client's business and industry and its internal control structure; and  

(4) specifying transaction selection criteria to choose transactions and perform both tests of 
controls and substantive tests throughout the year on an ongoing basis.  

Audit evidence gathered by performing tests of controls can be used as a basis for reducing 
more costly substantive tests, analytical procedures, transactions analysis, access and data 
flow. With continuous auditing, auditors may conduct tests of controls simultaneously with 
substantive tests, analytical procedures, etc. to gather persuasive evidence regarding the 
quality and integrity of the client's electronic system in producing reliable and credible 
information. CATTs can be used in performing tests of transactions continuously throughout 
the year in order to reduce the extent of substantive tests to be performed at the end of a 
period.  

Some of the advantages of continuous audit techniques are as under:  

 Timely, comprehensive and detailed auditing : Evidence would be available more timely 
and in a comprehensive manner. The entire processing can be evaluated and analysed 
rather than examining the inputs and the outputs only.  

 Surprise test capability : As evidences are collected from the system itself by using 
continuous audit techniques, auditors can gather evidence without the systems staff and 
application system users being aware that evidence is being collected at that particular 
moment. This brings in the surprise test advantages. 

 Information to system staff on meeting of objectives : Continuous audit techniques 
provides information to systems staff regarding the test vehicle to be used in evaluating 
whether an application system meets the objectives of asset safeguarding, data integrity, 
effectiveness, and efficiency.  

 Training for new users :Using the ITFs new users can submit data to the application 
system, and obtain feedback on any mistakes they make via the system’s error reports. 
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The following are some of the disadvantages and limitations of the use of the continuous audit 
system : 

 Auditors should be able to obtain resources required from the organisation to support 
development, implementation, operation, and maintenance of continuous audit 
techniques. 

 Continuous audit techniques are more likely to be used if auditors are involved in the 
development work associated with a new application system.  

 Auditors need the knowledge and experience of working with computer systems to be 
able to use continuous audit techniques effectively and efficiently. 

 Continuous auditing techniques are more likely to be used where the audit trail is less 
visible and the costs of errors and irregularities are high. 

 Continuous audit techniques are unlikely to be effective unless they are implemented in 
an application system that is relatively stable.  

4.20  HARDWARE TESTING 

Hardware testing may be done to the entire system against the Functional Requirement 
Specification(s) (FRS) and/or the System Requirement Specification (SRS). Focus is to have 
almost a destructive attitude and test not only the design, but also the behaviour and even the 
believed expectations. It is also intended to test up to and beyond the bounds defined in the 
software/hardware requirements specification(s). 

Types of Hardware Testing 

 Functional testing 

 User Interface testing 

 Usability testing 

 Compatibility testing 

 Model Based testing 

 Error exit testing 

 User help testing 

 Security testing 

 Capacity testing 

 Performance testing 

 Reliability testing 

 Recovery testing 

 Installation testing 
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 Maintenance testing 

 Accessibility testing 

4.21   REVIEW OF HARDWARE 

 Review the capacity management procedures for hardware and performance evaluation 
procedures to determine: 

 Whether they ensure continuous review of performance and capacity in terms of 
hardware, software, networks, user needs, business needs, management objectives 
and service levels. 

 Whether historical data and analysis obtained from the Information System (IS) 
trouble logs, processing schedules, job accounting system reports, preventative 
maintenance schedules and reports are used in Information System (IS) 
management’s hardware performance monitoring. 

Ensure that the technical management’s decision to acquire or dispose off computing 
related hardware and software are indeed based on results of capacity planning 
models and workload forecasts tempered with good business judgement. 

 Review the hardware acquisition plan to determine : 

 Whether the IS management has issued written policy statements regarding the 
acquisition of hardware. 

 Whether the criteria for the acquisition of hardware are laid out and procedures and 
forms established to facilitate the acquisition approval process. 

 Whether the hardware acquisition plan is in concurrence with the strategic business 
plan of management. 

 Whether there is awareness of the budget constraints. 

 Whether the requests for the acquisition of hardware are supported by cost benefit 
analysis. 

 Whether all hardware are purchased through the IS purchasing department to take 
advantage of volume discounts or other quality benefits. 

 Whether the environment is conducive and space is adequate to accommodate the 
current and new hardware. 

 Whether IS management’s hardware acquisition plan has taken into consideration 
technological obsolescence of the installed equipped, as well the new equipment in 
the acquisition plan.  

 Whether there has been a consideration of lease expirations on current equipment. 
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 Whether documentation for hardware and software specifications, installation 
requirements, warranties, guarantees and likely lead-time associated with planned 
acquisitions is properly maintained. 

 Review the change in management controls for the following : 

 Determine if changes to hardware configuration are planned and timely information 
is given to the individual responsible for scheduling. 

 Determine whether the change schedules allow time for adequate installation and 
testing of new hardware. 

 Verify that the operator documentation is appropriately updated to reflect changes in 
hardware. 

 Select samples of hardware changes that have affected the scheduling of IS 
processing and determine if the plans for changes are being addressed in a timely 
manner. 

 Ensure there is a cross-reference between the change and its cause, i.e. the 
problem. 

 Ascertain whether the system programmers, application programmers and the IS 
staff have been informed of all hardware changes to ensure that changes are co-
ordinated properly. 

 Review the preventive maintenance practices to evaluate the adequacy and the 
timeliness of preventive maintenance as under: 

 Understand the frequency of scheduled preventive maintenance work performed by 
the hardware vendors and the in-house staff. 

 Compare this frequency to hardware maintenance contract. Note any exceptions. 

 Determine compliance with maintenance contractual agreements by examining 
maintenance log. 

 Ascertain whether scheduled maintenance has had any adverse effect on the 
production schedule during peak season. 

 Determine whether preventive maintenance logs are retained. Identify any abnormal 
hardware or software problems. 

 Ensure that the hardware maintenance period commences on the same day as the 
warranty or guarantee expires. This prevents additional maintenance charges while 
in warranty period and also eliminates the time gap between the expiry of the 
warranty period and the commencement of maintenance. 

 Verify whether the maintenance agreement has a maintenance call response time 
defined. It is the maximum time allowed between notification of a problem and the 
arrival of the maintenance staff. 
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4.22   OPERATING SYSTEM REVIEW  

When testing operating software development, acquisition or maintenance, the following 
approach may be adopted: 

 Interview technical service manager, system programming manager, and other personnel 
regarding:  

 Review and approval process of option selection  

 Test procedures for software implementation 

 Review and approval procedures for test results 

 Implementation procedures 

 Documentation requirements 

 Review the feasibility study and selection process to determine the following: 

 Proposed system objectives and purposes are consistent with the request/proposal  

 Same selection criteria are applied to all proposals 

 Review cost /benefit analysis of system software procedures to determine they have 
addressed the following areas: 

 Direct financial costs associated with the product 

 Cost of product maintenance 

 Hardware requirements and capacity of the product 

 Training and technical support requirements 

 Impact of the product on processing reliability 

 Impact on data security 

 Financial stability of the vendor’s operations 

 Review controls over the installation of changed system software to determine the 
following : 

 That all appropriate levels of software have been implemented and that predecessor 
updates have taken place 

 System software changes are scheduled when they least impact IS processing. 

 A written plan was established for testing changes to system software. 

 Tests are being completed as planned.  

 Problems encountered during testing were resolved and the changes were re- 
tested. 
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 Test procedures are adequate to provide reasonable assurance that changes 
applied to the system correct know problems and do not create new problems . 

 Software will be identified before it is placed into the production environment. 

 Fallback or restoration procedures are in place in case of production failure. 

 Review system software maintenance activities to determine the following: 

 Changes made to the system software are documented. 

 The vendor supports current versions of the software. 

 Review system software change controls to determine the following : 

 Access to the libraries containing the system software is limited to individual(s) 
needing to have such access. 

 Changes to the software must be adequately documented and tested prior to 
implementation. 

 Software must be properly authorised prior to moving from the test environment to 
the production environment. 

 Review systems documentation specifically in the areas of: 

 Installation control statements 

 Parameter tables 

 Exit definitions 

 Activity logs/reports 

 Review and test systems software implementation to determine adequacy of controls in : 

 Change procedures 

 Authorisation procedures 

 Access security features 

 Documentation requirements 

 Documentation of system testing 

 Audit trails 

 Access controls over the software in production. 

 Review authorisation documentation to determine whether : 

 Additions, deletions or changes to access authorisation have been documented. 

 Attempted violation reporting and follow-up have been documented. 

 Review system software security for the following: 
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 Procedures have been established to restrict the ability to circumvent logical 
security access controls. 

 Procedures have been established to limit access to the system interrupt capability. 

 Existing physical and logical security provisions are adequate to restrict access to 
the master consoles. 

 System software vendor-supplied installation passwords were changed at the time 
of installation. 

 Review database supported information system controls to determine the following : 

 Access to shared data is appropriate. 

 Data organisation is appropriate. 

 Adequate change procedures are utilised to ensure the integrity of the database 
management software. 

 Integrity of the database management system’s data dictionary is maintained. 

 Data redundancy is minimised by the database management system where 
redundant data exists, appropriate cross-referencing is maintained within the 
system’s data dictionary or other documentation.  

4.23   REVIEWING THE NETWORK 

The review of controls over LANs is done to ensure that standards are in place for designing 
and selecting a LAN architecture and for ensuring that the costs of procuring and operating 
the LAN do not exceed the benefits. 

The unique nature of each LAN makes it difficult to define standard testing procedures to 
effectively perform a review. The reviewer should identify the following: 

 LAN topology and network design 

 Significant LAN components (such as servers and modems) 

 Network topology (including internal LAN configuration as well as interconnections to 
other LANs, WANs or public networks). 

 LAN uses, including significant traffic types and main applications used over the network. 

 LAN administrator 

 Significant groups of LAN users 

In addition, the reviewer should gain an understanding of the following: 

 Functions performed by the LAN Administrator 

 The company’s division or department procedures and standards relating to network 
design support, naming conventions and data security. 

 LAN transmission media and techniques, including bridges, routers and gateways. 
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Understanding the above information should enable the reviewer to make an assessment of 
the significant threats to the LAN, together with the potential impact and probability of 
occurrence of each threat. Having assessed the risks to the LAN, the reviewer should evaluate 
the controls used to minimise the risks. 

Physical controls should protect LAN hardware and access points to the LAN by limiting 
access to those individuals authorised by management. Unlike most mainframes, the 
computers in a LAN are usually decentralised. Company data stored on a file server is easier 
to damage or steal than when on a mainframe and should be physically protected. The 
reviewer should review the following: 

LAN hardware devices, particularly the file server and documentation, should be located in a 
secure facility and restricted to the LAN administrator. The wiring closet and cabling should be 
secure. 

Keys to the LAN file server facility should be controlled to prevent or minimise the risk of 
unauthorised access. 

LAN file server housing should be locked or otherwise secured to prevent removal of boards, 
chips and the computer itself. 

To test physical security, a reviewer should perform the following: 

 Inspect the LAN wiring closet and transmission wiring and verify they are physically 
secured. 

 Observe the LAN file server computer and verify it is secured in a manner to reduce the 
risk of removal of components and the computer itself. 

 Obtain a copy of the key logs for the file server room and the wiring closet, match the key 
logs to actual keys that have been issued an determine that all keys held are assigned to 
the appropriate people, for example, the LAN Administrator and support staff. 

 Select a sample of keys held by people without authorised access to the LAN file server 
facility and wiring closet and determine that these keys do not permit access to these 
facilities. 

 Look for LAN operating manuals and documentation not properly secured. 

 Environmental controls for LANs are similar to those considered in the mainframe 
environment. However, the equipment may not require as extensive atmospheric controls 
as a mainframe. The following should be considered: 

 LAN file server equipment should be protected from the effects of static electricity (anti-
static rug) and electrical surges (surge protector)  

 Air conditioning and humidity control systems should be adequate to maintain 
temperatures within manufacturers’ specifications. 
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 The LAN should be equipped with an uninterrupted power supply (UPS) that will allow 
the LAN to operate in case of minor power fluctuations or in case of a prolonged power 
outage. 

 The LAN file server facility should be kept free of dust, smoke and other matter 
particularly food. 

 Backup diskettes and tapes should be protected from environmental damage and the 
effects of magnetic fields. 

To test environmental controls, a reviewer should visit the LAN file server facility and verify: 

 Temperature and humidity are adequate. 

 Static electricity guards are in place. 

 Electric surge protectors are in place. 

 Fire extinguishers are nearby. 

 Observe the LAN file server facility, looking for food and beverage containers and 
tobacco products in the area and in the garbage cans. 

 Observe the storage methods and media for backup and verify they are protected from 
environmental damage. 

 LAN logical security controls should be in place to restrict, identify and report authorised 
and unauthorised users of the LAN. 

 Users should be required to have unique passwords and be required to change them 
periodically. Passwords should be encrypted and not displayed on the computer screen 
when entered. 

 LAN user access should be based on written authorisation, on a need to know/need to do 
basis. This should include documenting requests for adds, changes and detection of LAN 
logical access.  

 A LAN workstation should be disabled automatically after a short period of inactivity. 

 Remote access to the system supervisor should be prohibited. For maximum security an 
individual should only be able to logon to the supervisor account on the console terminal. 
This combination of physical security over consoles and logical security over the 
supervisor account provides for maximum protection against unauthorised access. 

 All logon attempts to the supervisor account should be logged on in the computer 
system. 

 The LAN supervisor should maintain up-to-date information about all communication 
lines connected to the outside. 
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To test logical security, a reviewer should interview the person responsible for maintaining 
LAN security to ensure that person is: 

 Aware of the risks associated with physical and logical access that must be minimised. 

 Aware of the need to actively monitor logons and to account for employee changes. 

 Knowledgeable in how to maintain and monitor access. 

The reviewer should also perform the following interview users to access their awareness of 
management policies regarding LAN security and confidentiality. 

 Evaluate a sample of LAN users’ access /security profiles to ensure access is 
appropriate and authorised based on the individual’s responsibilities. 

 Review a sample of the security reports to : 

 Ensure only authorised access is occurring. 

 Verify timely and effective review of these reports is occurring and that there is evidence 
of the review. 

 Look for unauthorised users. If found, determine the adequacy and timeliness of follow-
up procedures 

 Attempt to gain access using variety of unauthorised logon-IDs/passwords. Verify that 
access is denied and logged. Logon to and briefly use the LAN. Then, verify that access 
and use are properly recorded on the automated activity report. 

 If the LAN logon session automatically logs off after a short period of inactivity, logon to 
the terminal and visually verify the automatic logoff feature. 

 Visually search for written passwords in the general areas of the computer that utilise the 
LAN. 

 If the LAN is connected to an outside source through a modem or dial-up network, 
attempt to gain access to the LAN through these telecommunications mediums using 
authorised and unauthorised management. 

 Review a sample of LAN access change requests and determine if the appropriate 
management authorises them and that the standard form has been utilised. 

Self - Examination Questions 

1. What are the objectives of software testing? 

2. How are the commencement and the cessation of testing determined? 

3. What are the different types of test plans? 

4. How does a unit test plan differ from an acceptance test plan? 

5. What are the components of a unit test plan? 
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6. Describe the components of a test plan? 

7. How does black box testing differ from white box testing? 

8. What are the kinds of errors that a black box testing finds out? 

9. What is equivalence partitioning? 

10. Describe boundary wall analysis? 

11. Describe loop testing? 

12. What are the benefits and limitations of unit testing? 

13. When and how is requirement testing used? What are its objectives? 

14. Error Handling technique, inter system testing, manual support testing are useful in what 
areas of testing? 

15. What is control testing? Describe with example. 

16. Why is parallel testing used? How is it done? 

17. What is performance testing? 

18. Continuous audit may be performed without embedded audit modules. Comment? 

19. Describe various concurrent audit tools? 

20. What are the advantages and disadvantages of continuous auditing? 

21. Describe in short the review methodology for hardware? 

22. What are the various kinds of hardware testing? 

23. How would an operating system test be performed? 

24. Testing the LAN and its environment is a vital part of IS Audit? Give an overview of the 
procedure to do so? 
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